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Master's Thesis

Talk emanates from Master's Thesis (May 2024 @DTU)

RQ1 - To what extent is the anecdotal story of dropping maliciously prepared USB
drives in private and public common spaces, bene cial for adversaries in 2024? And
what extent do end users indiscriminately scan publicly posted QR codes?

RQ2 - How is the general behavior and cybersecurity practice in regards to dropped
USB drives and publicly posted QR codes in a university campus, an NGO and publ
government bodies respectively?

RQ3 - How does one attack compare to the other in terms of risk, impact, awareness
and response?
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Micro $soft Windoge AutoRun

Feature or bug? Or just insanity?
AutoRun: Windows 95 through Vista

Windows 7: AutoRun feature disabled for generic mass storage devices (Windows Xl
& Vista backported)

43% of malware originated from AutoRun attacks (Microsoft, 2011)
23% originated entirely from USB-based AutoRun attacks (Microsoft, 2011)
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>_ Stuxnet 2010

* Found at 14 industrial sites in Iran

*

Exploited 4 zero day vulnerabilities
* Designed to spread through USB drives
* Compromising PLC's of the centrifuges processing nuclear fuel
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USB- and QR-based Attacks in 202x

Threefold increase in espionage-motivated USB-based attacks in 2023 (Mandiant,
2023)

USB-based in Russia/Ukraine war - spreading to USA, Vietnam, Chile, Poland and
Germany

2021: Sparkasse and Volksbanken Rai eisenbanken phishing attack utilizing QR-cod
2022: FBI warning after QR-code attacks in Austin, Texas

Up to the QR-code reader and discipline of user to verify integrity of QR-codes
2024: Fraudulent QR-codes spotted at parking meters in Denmark
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>_ Taxonomy of USB-based Attacks

* USB-based attacks can be organised into 3 (4) categories

Figure: Taxonomy of USB-based attacks (Nissim et al.)
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>_ Programmable Micro Controllers

*

Takes advantage of the trust an OS puts in to HID's

* Emulates a keyboard or a computer mouse

* Di cult for antivirus to detect as it resembles regular HID's
Rubber Ducky, USB Ninja, Flipper Zero, Arduino etc.

*
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>_ USB Peripherals
Takes advantage of regular USB peripherals

* Maliciously re-programmed micro controllers
* Harder to identify (if even possible)
* Not as available as programmable micro controllers
* BadUSB (Nohl et al., 2014)
* Not re-programmed USB peripherals
* Exploits USB peripherals as is
* Host based infection spreading through USB drives

* Reliant on functionality, AutoRun, zero-day vulnerabilities etc.
* Stuxnet
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>_ Electrical-based Attacks

*

Often works by charging capacitors and discharge in order to overload the componer
of a device

* USBK:iller (v1, v2, v3 & v4)
Ethkiller $ f AUI-, BNC-, VGA-, Drive-, IDE-, SCSI-Killer etg.

*
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>_ QR-based Attacks

* Placing or replacing QR-codes

* Modifying parts of the QR code

* Nested QR-codes

* SQL/command injection

* Regular web exploits (XSS, CSRF, Session hijacking etc.)
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>_ Limited Research on USB- and QR-code Attacks

* 2 master's theses (Jacobs, 2011 and Tischer, 2015)

* 2 peer reviewed articles (Tischer et al. 2016, Hockenbarger et al. 2023)
* Both using university campus at experiment location

* Similar naming semantics, dier in le extension (HTML, PHP)

* Same access and modi cation times across all les

* QR-code experiment: (Vidas et al. 2013)

[12]



Introduction Technical Details Experiments
0000 000000 000000000000000000000000000

>_ Superior Architecture

Figure: Ecosystem of the experiments
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>_ Physical Representation of USB's

(a2) The di erent types of USB (b) Examples of key bunches used
drives used
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>_ Poster Design @ DTU

(a) Poster design 1 used at (b) Poster design 2 used at
DTU DTU
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